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PDI is an observer 
depends on policy: 



■ action taken 



could inform DM of user name, 
send users picture to DM, 
send instruction to DM to take 
action, e.g open door, 
could log the event 
or any combination of above 
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User places 
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PDI matches 
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TM passes 
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r 


SM create 

a 

it and senc 
DM 


3 message 

igest, signs 
Is it to the 



DM forwards 
message digest and 
SM signature to PDI 



PDI verifies that 
message comes from 
known SM 
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PDI responds to 
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failure to verify 







PDI compares 
fingerprint with 
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User places finger 
on sensor. Up to 3 
tries^ 
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PDI signs document 
message digest and 
signs response message 
and sends to SM 
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SM informs application 
of result. The 
application will make 
the decision about what 
action to take in the 
cases of failure 
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